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This document explains and shows how to install, configure and use the features in the
Magento 2 payment plugin integrated with the Nuvei Payment Gateway.
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Installation and Setup

The plug-in can be downloaded from:
https://helpdesk.nuvei.com/doku.php?id=developer:plugins:magento

Follow the instructions inside the plugin_root_folder/module-payment/README.md

Your terminal Shared Secret can be set from within the Terminal Settings in the Selfcare
system.
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Log into Magento and select STORES from the menu on the left, then Configuration, Sales
and Payment Methods. You should see Nuvei payment under the Other Payment Methods
menu.

Configuration m

WICITENGRS] o o s oy e o

AMAZON PAY |7 ore e n

nnnnnnnnnnnnn

asancED

Unselect the Use system value checkbox for Enabled and set the value to Yes.

Configuration Save Confi g

amazon pay [ o nee e o v

vvvvv

The Primary Currency, Primary Terminal ID and Primary Shared Secret should be completed
in order to process any test transactions. You can then select Save Config.

When testing is complete, change the Account Type from Test to Live and update the Terminal
ID and Shared Secret.
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AVS & CVV

Both options can be enabled from the Selfcare system, by accessing Settings—>Terminalas shown

below. These options will be shared with the plugin through the terminal features functionality and

properbehavior will take place.

B Reporting

&3 Settings
¢</> Payment Pages
‘& Users
B Terminal

Cards

"’e
1

Custom Fields
eMail Alerts
SMS Alerts

Receipt

e F = [

Apple Pay Certificate

Google Pay EC Key Pair

# Enhanced Data Templates

i= BIN Ranges

General Setup
Show CVV

Auto Decline CVV Failures
Show Issue No.

Enable AVS

AVS Compulsory

API AVS Type
Exact

4»

If AVS sent
Editable

Auto Ready

Auto Ready Limit

4»

0

Enable Automatic Settle

Nuvei

www.nuvei.com



nuvei :

Payment Technology Partner

Refund & Void transaction

This is managed from Magento’s Sales—> Orders menu. Once an order s selected, the Invoices
submenu will appearas shown below.

#000000055 Q M L amne

€ Back Send Email Credit Memo Hold Ship Reorder

ORDER VIEW ‘ Search by keyword Q ‘ © Default View L coumns &, Export v

= (o Beems 0 Tl 5

WEl  nvoice Invoice Date Order Date Bill-to Name Status | Amount | Action

Information

Invoices
[] 000000014  Apr23,20183:11:49 PM 000000055 Apr23,20183:11:45 PM Veronica Costello Paid $25.57 View

Credit Memos

Shipments

Comments History

Transactions.

By clicking the View link, the Credit Memo option will appear in the top menu that will take
you to the refund form. If the amount refunded is equivalent to the order’s total, the
gateway will void the transaction.
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#000000014 Q @ L :mn-

< Back Send Email Credit Memo Print

Order & Account Information

Order # 000000055 (The order confirmation email was sent) Account Information

Order Date Apr 23, 2018, 3:11:45 PM Customer Name Veronica Costello
Order Status Processing Email roni_cost@example.com
Purchased From Main Website Customer Group General
Main Website Store
Default Store View
Placed from IP 83.40.223.122
Address Information
Billing Address &dit Shipping Address Edit
Product Price Qty Return to Stock Qty to Refund Subtotal Tax Amount Discount Amount Row Total
Go-Get'r Pushup Grips £19.00 Ordered 1 1 £19.00 $1.57 $0.00 $20.57
SKU: 24-UG05 Invoiced 1
Jpdate C
Order Total
Credit Memo Comments Refund Totals
Comment Text
Subtotal $19.00
Refund Shipping 5
4
Adjustment Refund 0
Adjustment Fee 0
Tax $1.57
Grand Total $25.57

Append Comments

Email Copy of Credit Memo

Refund Offline
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Custom Fields

The Custom Fields can be managed through the Settings - Custom Fields menu. As explainedin
the Knowledge Database, there are 3 different data types that can be used (String, Numeric or
Boolean). Ifthe Payment Page optionis checked, the field will show and gatherinformation from
the customer. If the Show on Receipt option is selected as well, the information will be addedtothe
gateway’sreceipt.

nuvei
151540074050 # @ Custom Fields
8@ Virtual Terminal ) .

Custom Fields  Settings

& Invoice Payment Request
&% Customers NEW CUSTOM FIELD
B Reporting

. Name: Type: Display Order: Mandatory

I &2 Settings %

<> Payment Pages Test01 String 1 N
& Users

B Terminal

= Cards

i= Custom Fields
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& Virtual Terminal

& Invoice Payment Request
& Customers

B Reporting

&2 Settings

«» Payment Pages

& Users

&

Terminal

#= Custom Fields

| Alerts

]
B Receipt

% Apple Pay Certificate

.

IZ BIN Ranges
@ Contact Support

11 Expand All

¢ @ Custom Fields

Custom Fields Settings

I General Setup Name: *

Mandatory

Type: *
Size*

Display Order. *

Labels

Language: *
English
ADD

Display Sections

Enable Virtual Terminal

String

Please choose...

Mandatory Field

Label: *

@ Logout [EJEnable Payment Page
Enable Bulk Payment
Enable Subscripti
Enable Receipt
Nuvei
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Multicurrency

A multicurrency terminal allows the merchant to process paymentsin all supported
currencies. However, the plugin must use one of the available currencies.
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7 ApplePay

The following steps explain how to generate the ApplePay certificates necessary to process
payments. For this, you will need an apple developeraccount.

1. Login to yourapple developer account and create a new Merchant ID
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@& Developer

Certificates, Identifiers & Profiles

¢ All Identifiers

Register a new identifier

App IDs

Register an App ID to enable your app, app extensions, or App Clip to access available services and identify
your app in a provisioning profile. You can enable app services when you create an App 1D or modify these
settings later.

Services IDs
For each website that uses Sign in with Apple, register a services identifier {Services ID), configure your
domain and return URL, and create an associated private key.

Pass Type IDs

Register a pass type identifier (Pass Type 1D) for each kind of pass you create (i.e. gift cards). Registering
your Pass Type IDs lets you generate Apple-issued certificates which are used to digitally sign and send
updates to your passes, and allow vour passes to be recognized by Wallet.

Website Push IDs

Register a Website Push Identifier (Website Push ID). Registering your Website Push 1Ds lets you generate
Apple-issued certificates which are used to digitally sign and send push netifications from your website to
macOs.

iCloud Containers
Reqistering your iCloud Container lets you use the iCloud Storage APls to enable your apps to store data
and documents in iCloud, keeping your apps up to date automatically.

App Groups
Registering your App Group allows access to group containers that are shared among multiple related
apps, and allows certain additional interprocess communication between the apps.

Merchant IDs

Register your Merchant Identifiers (Merchant IDs) to enable your apps to process transactions for physical
goods and services to be used outside of your apps. Generate a Apple Pay Payment Processing certificate
for each registered Merchant ID to validate transactions initiated within your app.

Media IDs
Register a media identifier (Media ID) for each app that uses the Apple Music API or ShazamKit. Then

Nuvei
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2. Add a new domain and follow the steps to validate it

ans TS

merchant.com.testdomain
Test Merchant

You cannot use special characters suchas @, &, %', ", -, .

Apple Pay Payment Processing Certificate
To configure Apple Pay Payment Processing for this merchant ID, create a Payment Processing Certificate. Apple Pay

Payment Processing requires this certificate to encrypt transaction data. Use the same certificate for Apple Pay Payment
Processing in apps or on the web.

Create an Apple Pay Payment Processing Certificate for this Merchant I1D.

Apple Pay Payment Processing on the Web

To configure Apple Pay Payment Processing on the web for this merchant ID, you must register and
verify the domains that will process transactions. You must also create a Apple Pay Merchant
Identity, which authenticates your web sessions with the Apple Pay Payment Processing servers.

Incorporation of Apple Pay Payment Processing into your website is subject to these Apple Pay
Payment Processing Web Merchant Terms and Conditions and Acceptable Use Guidelines. Failure to
comply with any of these Terms and Conditions or guidelines may result in deactivation of Apple Pay
Payment Processing transactions on your website.

Merchant Domains

Add a domain for use with this Merchant ID.

Apple Pay Merchant Identity Certificate

Create an Apple Pay Merchant Identity Certificate for this Merchant ID.

Create Certificate

Copyright @ 2021 Apple Inc. All rights reserved. Terms of Use Privacy Policy

Nuvei www.nuvei.com
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3. Login to the gateway’s Selfcare area and generate a new Apple Pay Certificate from

the Selfcare > Settings > Apple Pay Certificate form

@ Dashboard

B Virtual Terminal
& Pay by Link

B Bulk Payments
i Customers

B Reporting

B Billing

& Settings

= BIN Ranges

© Contact Support
{1 Expand All

® Logout

Apple Pay Certificate

In order to create an Apple Pay Certificate you need to generate a CSR file. Fill in the fields below then

click Generate CSR.

E-Mail Address (E) *

test@test.com

Common Name (CN) *

Test Merchant

Algorithm
ECC (256 bits)

CREATE .CSR

Nuvei
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4. Download the generated CSR file and create a new Apple Pay Payment Processing

Certificate

Dashboard
Virtual Terminal

Pay by Link

r S B B

Bulk Payments
Customers
Reporting

Billing

8 @ ® @

Settings

i

BIN Ranges

o

Contact Support

ra
L

Expand All

¥

Logout

Apple Pay Certificate

1. Download the CSR file by clicking the button below.

DOWNLOAD .CSR

2. Upload the CSR to Apple to get the Apple Pay Certificate

- Log into the Apple Developer Centre and go to member centre, under Certificates, Identifiers & Profile
you will find Merchant Id's.

- Select a merchant ID from the list and click Edit. (Create a new one if it doesn't exists)

- Click Create Certificate.

APPLE'S DEVELOPER CENTER
3. Upload the Apple Pay Certificate file to complete the Apple Pay configuration.

& CHOOSE FILE

CLEAR | SAVE

I

Nuvei
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5. Download the newly created Apple Pay Payment Processing Certificate and upload it
in your Selfcare > Settings > Apple Pay Certificate form

3205001 (EUR) Euro test A
LR Apple Pay Certificate
B Virtual Terminal N
& Pay by Link This certificate is used for processing the Apple Pay Transaction
B Bulk Payments
Customers v IdentityApple Pay Payment Processing:merchant.com.testdomain
Reporting ~ Verified ByApple Worldwide Developer Relations CA - G2

- Expires30-07-2023
Billing

Settings N CLEAR | DOWNLOAD CERTIFICATE

= BIN Ranges

8 @ & @

© Contact Support
{3 Expand All

® Logout

apple_pay.cer A applepay...Request ~ showall X

Nuvei WWwWWw.nuvei.com
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6. Apple Pay Merchant Identity Certificate generation has to be done from the
command line interface as follows

1. Generate gpplemid.keyand applemid.csrusing the following command:
openssl req -sha256 -nodes -newkey rsa:2048 -keyout applemid. key -out applemid. csr

2. Uploadthis gpplemid.csrfile to your apple developer account

‘ Bogdan-lonut Bondane N
DEV9|0p'er WorldnetTPS Ltd - R7R6VACTWS
- - - - -

Certificates, Identifiers & Profiles

< All Certificates

Create a New Certificate [ Back |

Certificate Type

Apple Pay Merchant Identity Certificate

Upload a Certificate Signing Request

To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your Mac.

Learn more »

Choose File applemid.csr
Copyright @ 2021 Apple Inc. All rights reserved. Terms of Use Privacy Policy
apple_pay.cer ~ applepay...Request ~ showall X

Nuvei WWwWWw.nuvei.com
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3. Download the generated merchant_id.cer

@& Developer

Bogdan-lonut Bondane
WorldnetTPS Ltd - R7R6VACTWS

Certificates, Identifiers & Profiles

< All Certificates

Download Your Certificate

Certificate Details

Certificate Name
merchant.com.testdomain

Certificate Type
Apple Pay Merchant Identity

Expiration Date Created By
2023/07/30 Bogdan-lonut Bondane
(bogdan.bondane@worldnettps.com)
Copyright @ 2021 Apple Inc. All rights reserved. Terms of Use Privacy Policy
apple_pay.cer ~ =] applepay...Request -~ Show all

3

x

-

-

Nuvei
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4. Generate * pemfile using the following command:
openss/ x509 -inform der -in merchant_id.cer -out applemid.pem

bbondane@bogdan: ~/Desktop/nuvei doc/certs

File Edit View Sear
bbondane@bogdan:
apple_pay.cer gningRequest
bbondane@bogda / 7 openssl req -sha256 -nodes -newkey rsa:2048 -keyout applemid.key -out applemid.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value

If you enter '.', the field will be left bla

Country Name (2 letter code) [AU]:ES

State or Province Name (full name) [Some-State]:Barcelona

Locality Name (eg, city) []:Barcelona

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Nuveil
Organizaticonal Unit Name (eg, section) []:ApplePay

Common Name (e.g. server FQDM or YOUR name) []:merchant.com.testdomain
Email Address []:test@test.com

Please enter the following 'extra' attributes
to be sent with your certificate request
A challenge password []:
An optional company name [
bbondane@bogdan:
- applemid.c applemid.key applepay.certSigningRequest
bbondane@bogda rts$ 1s -a
applemid.csr applemid apple_pay.cer applepay.certSigningRequest merchant_id.cer
bbondane@bogdan: rts$ openssl x589 -inform der -in merchant_id.cer -out applemid.pem
bbondane@bogda
- applemid.csr applemid
bbondane@bogdan: sk L

The above is an example of the command sequence and what files should be
generated/added at each step. The applemid.key and applemid.pemwill be added to the
certificates folder as explained in the README. md of the Installation chapter.
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7. One last step is needed to enable ApplePay in your Magento store: ApplePay should
be enabled, Merchant Identifier should match the one used on the certificates

configuration and the Initiative Context should be the domain where your store is
running.

Configuration

-

Minimum Order Total
Maximum Order Total

ApplePay Enabled
op y::'.:-'-'. ew] Yes v Use system

value

Test Merchant '.‘?_‘i’]_“fLeF merchant.com.testdomain

Test Dlspl‘_a_g_.r‘ll':..lar.[\g Store Display Name

Test Inltlatwe__t_:?pt(ixt_ testdomain.com

ht © 2021 Magento Commerce Inc. All rights reserved. Magento ver. 2.4.2
Privacy Policy | Report an Issue
merchant_id.cer ~ apple_pay.cer ~ applepay...Request ~ Showall X

Nuvei WWwWWw.nuvei.com
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The following is a known issue for Magento related to the totalamounts in the
window.checkoutConfig object. More details in the following link
https://github.com/magento/magento2/issues/6796

As you can see in the screenshots below, the shipping costis not always updated and the
gateway will return an invalid amount error. Once the user presses the Ok button, a new
payment request can be done and, as the amounts will be corrected with the page refresh,
the process will go through correctly.

3 Pay o Cancel

MASTERCARD REWARDS CARD 5
(+++-1471)

PAY WITH PAYMENT
GATEWAY 36,00 US$

Wl
Pay with Touch ID

“
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Attention

Invalid AMOUNT field

‘Pay Sandbox

MASTERCARD REWARDS CARD
(++++1471)

PAY WITH PAYMENT
GATEWAY 51,00 US$

Pay with Touch ID

Nuvei
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Create order flow

Starting with v1.1.0 of the payment gateway, the Magento order will be created only if a
successful payment takes place. Given this restriction, the Order Id used by the gateway will
be generated using the quote_id assigned to the user’s shopping cart during the checkout
process.

A new column will be displayed in the orders table that contains the Unique Ref data which
can be used for order tracking.
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A\ Your web server is set up incorrectly and allows unauthorized access to sensitive files. Please contact your hosting provider. System Messages: 1 ~
Orders Q A X~
Search by keyword Q Y Filters © DefaultView £3 columns &, Export v
Actions v 98 records found 2 > | perpage 1 of 49 >

Grand Braintree
Unique Ref Fuptase Euchass Total EemizE Status Action Sl Transaction

Source

Point Date (Base) (Purchased) sources

Main
S g
2021 Veronica
000000118 | EXOKLMOGWM = Websiti $15.16 $15.16 G lets )
e 114245 Costello ompiEte - View
Defaute =AM
Store View
Main
Websit
S
N 2021 Veronica N
000000117 | CE6APW1GKOS ;\:I::Ke 11:41:55 Costello $15.16 = $15.16 Complete View
Default AM
Store View
@ Copyright © 2021 Magento Commerce Inc. All rights reserved. Magento ver. 2.4.2

Privacy Policy | Report an Issue
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